
2 goals 

• To learn how to build a blockchain based solution for  a particular problem domain using a product like hyperledger fabric

• To enhance the solution like hyperledger fabric by contributing to its core in form of documentation , testing , etc.



Problem Statement 

Procurement corruption–including activities like - 
• Bid Rigging
• Shadow Vendors
• Steering of public contracts to politically connected firms

" Procurement corruption is an enormous worldwide problem, costing taxpayers up to trillions of dollars annually."



Which Blockchain is suitable (Flow Diagram )



Permissioned Blockchain technology can disrupt corrupt processes & more importantly provide huge operational benefits 
in terms of speed, security and decreased workload by facilitating the exchange of information.The following outlines how 
blockchain technology can bring value to key procurement processes - 

• Improved validation and authentication
• Reshaped invoice processing 
• Accelerated settlements
• Reduced money laundering risk
• Greater trust among stakeholders
• Strong audit trail
• Greater security of transactions





Agility & adaptability of Solution 
Decoupling of core infrastucture from domain {user stories / workflows}

Constantly capture and analyze requirements

System Integration



Blockchain layers mapped to solution 
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Technical Architecture Diagram 



Hyperledger Fabric :  The 10,000 foot view

• Create the Network 

• Start the Hyperledger Fabric CLI 

• Create  a  Peer  Node 

• Create  a  Channel 

• Run  Chaincode 

• Security : Data Protection 
· Encryption at Rest 
· Encryption at Transit  

• Authentication  and  Access  Control using LDAP

• Monitoring using Prometheus & Grafana



Tentative Adoption Strategy 


